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“To dissuade and defeat threats as early and as far from U.S. borders as possible.” 
THE NPS MARITIME DEFENSE AND SECURITY RESEARCH 




    On January 22-24, 2008 the US De-
partment of Homeland Security’s Domes-
tic Nuclear Detection Office (DNDO) 
hosted the first Maritime Preventive Ra-
diological Nuclear Detection (PRND) 
Symposium at NPS.  The event was 
widely attended by approximately ninety 
first responders and scientists who gath-
ered to share information on the latest in 
science, technology and operations for 
small vessel radiation/nuclear detection. 
 
    USCG Captain Wayne Buchanan pre-
sented the introduction and started the 
symposium with two goals. Bring to-
gether stakeholders and researchers to 
increase awareness of developments in 
human portable and stand-off detection 
technologies, status of test campaigns, 
current Maritime Domain Awareness and 
C4I programs and maritime PRND activi-
ties already underway across the country. 
Shape follow-on pilot project planning 
and sustainability, CONOPS, SOPs, tech-
nical sophistication, reach-back and re-
quirements. 
 
    Technology & operation presentations 
were provided by US Coast Guard 
Research & Development, DNDO, 
NPS (Dr. Alex Bordetsky), Lawrence 
Livermore National Labs, Seahawk, 
Pacific Northwest National Labs, Flor-
ida Fish & Wildlife Conservation 
Commission, NYPD, Savannah River 
National Lab. 
 
    The DNDO recently announced 
the Seattle and San Diego jurisdictions 
as pilot areas for small vessel detec-
tion.  Local law enforcement, US 
Coast Guard and State Homeland 
Security Officials shared operational 
successes and challenges in experi-
mentation and operations efforts un-
derway in the San Francisco Bay, Los 
Angeles Port and New York Harbor 
Maritime Symposium on Preventive Radiological/ Nuclear Detection—Wendy Walsh, 
wdwalsh@nps.edu   
areas. 
 
   Participants also included: Center for Se-
curity Science (Canada), Customs and Bor-
der Protection, Transportation Security Ad-
ministration, SPAWAR, NASA Ames Re-
search Center, Oak Ridge National Labs, 
General Nuclear Safety, Booz Allen Hamil-
ton, Applied Research Associates, Sandia 
National Labs, NORTHCOM, DRDC- Cen-
ter for Security Science and DTRA, Califor-
nia & Washington State Offices of Homeland 
Security, California Department of Health 
Services, Washington Dept. of Fish & Wild-
life Enforcement, Seattle Fire Dept., Seattle 
Port, Los Angeles Police & Sheriffs  Depart-
ments and San Diego Port officials . 
 
   The symposium, coordinated by LCDR 
Dan Vogel, USN, provided an effective and 
productive venue for the presentation of a 
variety of Maritime Defense projects, net-
working opportunities and data sharing.  
Thank you to all who took the time to make 
this collaboration a success!   
 
   For additional information- please contact 
LCDR Dan Vogel at Daniel.S.Vogel@dhs.gov 
The LIBRARIAN’S CORNER 
 
• Report of the DHS National Small Vessel Security Summit 
http://www.dhs.gov/xlibrary/assets/small_vessel_NSVSS_Report_HQ_508.pdf  
• Supply Chain Security:  Examinations of High-Risk Cargo at Foreign Seaports Have 
Increased, but Improved Data Collection and Performance Measures Are Needed. 
(GAO)    http://www.gao.gov/new.items/d08187.pdf  
• Maritime Security (Lexington Institute)    http://lexingtoninstitute.org/docs/796.pdf  
• Discrete-Event Simulation with Agents for Modeling of Dynamic Asymmetric Threats in 
Maritime Security. NPS Thesis by Chee Ng [December 2007] 
http://bosun.nps.edu/uhtbin/hyperion-image.exe/07Dec%5FNg.pdf 
• Falling Out of Formation: A Look at the Navy's Search for a New Maritime Strategy. 
NPS thesis by Wesley A. Brown [December 2007]   
http://bosun.nps.edu/uhtbin/hyperion-image.exe/07Dec%5FBrown.pdf  
• Determining a Cost-Effective Mix of UAV-USV-Manned Platforms to Achieve 
a Desired Level of Surveillance in a Congested Strait. NPS thesis by Kim 
Chuan Chng. [December 2007]     http://bosun.nps.edu/uhtbin/hyperion-
image.exe/07Dec%5FChng.pdf  
Calendar of Events 
 
Feb. 4-8 Maritime Security Coop-
eration Workshop, Honolulu, HI: The 
International Law Dept. of the Naval War 
College & The Asia Pacific Centre for Mili-
t a r y  L a w  P O C : 
james.mcmahon@nwc.navy.mil 
 
Feb. 11-15 MDA Simulation Ex-
periment with ONR, ONI, C2F, USCG, 
Mitre, LM et al at Naval C4ISR Experimen-
tation Lab, Mitre's McClean facility, 11-15 
Feb., 2008. POC: Steve Nurre, The MITRE 
Corporation, snurre@mitre.org (703) 983-
2922 
COASTS-08 Master Schedule   
POC:  Jim Ehlert, jfehlert@nps.edu 
Feb. 5-8 SEACAT FPC, Singapore 
Feb. 9-16 COASTS-08 FEX-III, Camp Roberts 
Feb. 18-22 COASTS-08 MPC, Bangkok/ Ao Manao 
Feb. 18 - Mar. 2 Balakatan, Philippines 
Feb. 20-25 CCIB Thailand 
Mar. 3-7 CARAT Malaysia FPC 
Mar. 10-14 COASTS-08 FEX-IV Advance Party, Ao 
Manao 
Mar. 17-29 COASTS-08 FEX-IV, Ao Manao 
Apr. (TBD) SEACAT Sr. Leadership Seminar, Singa-
pore 
Apr. 21-25 COASTS-08 FPC, Bangkok/Ao Manao 
May 12-17 COASTS-08 FEX-V Advance Party, Ao 
Manoao 
May 19-31 COASTS-08 FEX-V, Ao Manao 
Jul. 7-17 CARAT Malaysia 
Aug. 15-21 SEACAT, Singapore 
Expanded Maritime Interdiction Opera-
tions Alex Bordetsky, abordets@nps.edu 
March 3-6 Part One, Europe 
March 10-14 Part Two, San Francisco Bay 
Small vessel exiting Santa 
Cruz Harbor during the field 
test. 
    This project considers using radio fre-
quency identification (RFID) technology to 
monitor the movement patterns of small 
vessels in U.S. waterways. Active RFID tags 
would be issued to boat owners, who 
would be responsible for affixing the tags to 
their vessels. Receivers to interrogate these 
tags would be placed in narrow waterways 
that act as bottlenecks (harbor entrances, 
passes, narrow channels, etc.), as well as in 
high risk areas. As boats come into contact 
with a receiver’s read field, their tags would 
be interrogated by an electromagnetic 
wave, thereby identifying and recording 
their presence. Video surveillance equip-
ment could be used concurrently to pro-
vide complementary visual evidence of ves-
sel activity. 
 
    Preliminary field testing with off-the-shelf 
RFID equipment and two small vessels indi-
cate that an RFID receiver positioned at 40 
feet above sea level could read tags placed 
in realistic locations on the vessels at a very 
high read rate. These initial results suggest 
that implementing an RFID small vessel 
monitoring system may require minimal 
technical effort. Currently, research efforts 
are focused on beginning a pilot study that 
features several tagged vessels, wireless 
receivers, and a stand-alone server.  
 
Application to Homeland Security & 
Law Enforcement:  
   Homeland security - Targets of interest 
could be identified and tracked when within 
range of RFID receivers. When combined 
with video surveillance, the system would 
also allow watchstanders to detect when an 
untagged vessel passed through an area. 
Small vessel movement data could be 
merged with other intelligence data to cre-
ate actionable information. Further, policies 
that require small vessels to be equipped 
with RFID tags might act as a deterrent to 
small vessel threats.   
 
    Law enforcement - The persistent surveil-
lance capability of an RFID monitoring sys-
tem could assist law enforcement agencies 
in detecting unregistered vessels, tracking 
vessels engaged in illegal activity, or locating 
stolen vessels. 
Small vessel tagged with an 
RFID tag designed for use on 
vehicles 
LT John Crofts, NOAAA Corps. 
  An RFID-based monitoring system 
could work effectively as one layer in a 
multi-faceted small vessel monitoring 
program. An RFID monitoring system 
could help to protect our nation from 
small vessel threats while balancing our 
need for privacy, freedom of movement, 
and economic vitality. It could alo assist 
in preserving our marine resources and 
in ensuring that U.S. waterways con-
tinue to be a rich and viable source of 
commerce, sustenance and recreation 
for years to come. 
 
EXPERIMENTATION SCHEDULES 
Radio Frequency Identification’s Potential to Monitor Small Vessels-  LT John Crofts, 
NOAA Corps., john.crofts@noaa.gov       
NPS Thesis Link: http://bosun.nps.edu/uhtbin/hyperion-image.exe/07Sep%5FCrofts.pdf 
In next month’s issue:   
 
  Workshop Report from the Decem-
ber 2007 Temasek Defence Systems 
Institute and The Naval Postgraduate 
School collaboration efforts! 
Lighthouse with a portable 
RFID receiver set up at 40 
feet above sea level at the 
Santa Cruz Harbor Entrance 
